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At Quectel, our aim is to provide timely and comprehensive services to our customers. If you
require any assistance, please contact our headquarters:

Quectel Wireless Solutions Co., Ltd.

No. 8 Waipojing Road, Sijing Town, Songjiang District, Shanghai 201601, China
Tel: +86 21 5108 6236

Email: info@quectel.com

Or our local offices. For more information, please visit:
https://www.quectel.com/contact/.

For technical support, or to report documentation errors, please visit:
https://www.quectel.com/tech-support/.
Or email us at: support@quectel.com.

Legal Notices

We provide this document to support your product design. You are required to design your products
based on the specifications and parameters set forth herein. You agree that you are responsible for using
independent analysis and evaluation in designing intended products, and we provide reference designs
for illustrative purposes only. Before using any hardware, software or service guided by this document,
please read this notice carefully. Even though we employ commercially reasonable efforts to provide the
best possible experience, you hereby acknowledge and agree that this document and related services
hereunder are provided to you on an “as available” basis. You acknowledge and agree that we may add
to, amend, or restate this document at any time at our sole discretion without any prior notice to you, and
such additions, amendments, or restatements shall be binding upon you.

Use and Disclosure Restrictions

License Agreements

The recipient of any hardware, software, materials, or documentation provided by us shall keep such
content confidential, unless expressly authorized by us. The recipient shall not disclose, access, or use
any part of the received content for any purpose other than the execution and implementation of the
intended project.

Copyright

Our and third-party products hereunder may contain copyrighted materials, including but not limited to
protected content, hardware, software, and documentation owned by us or applicable third parties.
Unless prior written consent is obtained, you shall not access, use, or disclose any documents or
information provided by us, nor shall you copy, reproduce, republish, display, translate, distribute, merge,
modify, or create derivative works from any such copyrighted materials. We and the applicable third party
retain exclusive rights to all copyrighted materials. No license to any patents, copyrights, trademarks, or
service marks shall be granted or transferred. For the avoidance of doubt, no form of purchase shall be
construed as granting any license beyond a normal, non-exclusive, royalty-free license to use the product.
We reserve the right to pursue legal action against any violation of confidentiality obligations,
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unauthorized use, or any other unlawful or malicious use of the aforementioned documents and
information.

Trademarks

Unless otherwise expressly provided, nothing in this document shall be construed as conferring any rights
to use any trademark, trade name, name, abbreviation, or counterfeit thereof owned by us or any third
party in advertising, publicity, or any other contexts.

Third-Party Rights

You understand that this document may refer to hardware, software, and/or documentation owned by one
or more third parties (“third-party materials”). Use of such third-party materials is subject to all applicable
restrictions and obligations set forth herein.

We make no warranty or representation, either express or implied, regarding the third-party materials,
including but not limited to any implied or statutory, warranties of merchantability or fitness for a particular
purpose, quiet enjoyment, system integration, information accuracy, and non-infringement of any
third-party intellectual property rights with regard to the licensed technology or use thereof. Nothing herein
constitutes a representation or warranty by us to either develop, enhance, modify, distribute, market, sell,
offer for sale, or otherwise maintain production of any our products or any other hardware, software,
device, tool, information, or product. We moreover disclaim any and all warranties arising from the course
of dealing, course of performance, or usage of trade.

Privacy Policy

To enable product functionality, certain device data may be uploaded to our or third-party servers,
including those operated by carriers, chipset suppliers, or servers designated by you. We strictly comply
with applicable laws and regulations and will retain, use, disclose, or otherwise process relevant data
solely for the purpose of enabling product functionality, or as permitted by applicable laws. Before
interacting with any third party regarding data exchange, please be informed of and understand their
privacy and data security policies.

Disclaimer

a) We shall not be liable for any damages resulting from failure to comply with applicable operational or
design specifications.

b) We shall bear no liability for any inaccuracies or omissions in this document, nor for any damages
arising from the use of the information contained herein.

c) While we make every effort to ensure the integrity, accuracy, and timeliness of the features and
functions under development, errors or omissions may nevertheless occur. Unless otherwise
provided in a valid written agreement, we make no warranties of any kind, express, implied, or
statutory, and disclaim all liability for any loss or damage arising from the use of any features or
functions under development, to the maximum extent permitted by law, regardless of whether such
loss or damage is foreseeable.

d) We assume no legal responsibility for the accessibility, safety, accuracy, availability, legality, or
completeness of any information, content, advertising, commercial offers, products, services, or
materials on third-party websites or third-party resources.

Copyright © Quectel Wireless Solutions Co., Ltd. 2026. All rights reserved.
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About the Document

Revision History

Version Date Author Description
- 2025-11-14 Tam Tang Creation of the document
1.0 2026-04-23 Tam Tang First official release
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1 Introduction

This document outlines general, Wi-SUN-related and data transmission-related AT commands supported
by Quectel KCMOASS series module.

1.1. Definitions

® <CR> Carriage return character.

® <LF> Line feed character.

o <.> Parameter name. Angle brackets do not appear on the command line.

o [.] Optional parameter of a command or an optional part of TA information response.

Square brackets do not appear on the command line. When an optional parameter is
not given in a command, the new value equals its previous value or the default settings,
unless otherwise specified.

® Underline Default setting of a parameter.

1.2. AT Command Syntax

All command lines must start with AT or at and end with <CR>. Information responses and result codes
always start and end with a carriage return character and a line feed character:
<CR><LF><response><CR><LF>. In tables presenting commands and responses throughout this
document, only the commands and responses are presented, and <CR> and <LF> are deliberately
omitted.

AT commands implemented by the module can be separated into three categories syntactically: “Basic”
and “Extended”, as listed below:

® Basic Command

These AT commands have the format of AT<x><n>, or AT&<x><n>, where <x> is the command, and
<n> is/are the argument(s) for that command. An example of this is ATE<n>, which tells the DCE (Data
Circuit-terminating Equipment) whether received characters should be echoed back to the DTE (Data
Terminal Equipment) according to the value of <n>. <n> is optional and a default will be used if it is
omitted.
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® Extended Command

Extended commands can be executed in several modes, as shown in the following table.

Table 1: Types of AT Commands

Command Type Syntax Description

Test the existence of the corresponding
command and return information about

Test Command AT+<cmd>=? .
the type, value, or range of its
parameter.

Check the current parameter value of

Read Command AT+<cmd>? )
the corresponding command.

Write Command AT+<cmd>=<pl1>[,<p2>[,<p3>[...]]] Set user-definable parameter value.

Return a specific information parameter
or perform a specific action.

Execution Command AT+<cmd>

Multiple commands can be placed on a single line using a semi-colon (;) between commands. In such
cases, only the first command should have AT prefix. Commands can be in upper or lower case.

Spaces should be ignored when you enter AT commands, except in the following cases:

Within quoted strings, where spaces are preserved;

Within an unquoted string or numeric parameter;

Within an IP address;

Within the AT command name up to and including a =, ? or =?.

On input, at least a carriage return is required. A newline character is ignored so it is permissible to use
carriage return/line feed pairs on the input.

If no command is entered after the AT token, OK will be returned. If an invalid command is entered,
ERROR will be returned.

Optional parameters, unless explicitly stated, need to be provided up to the last parameter being entered.

1.3. AT Command Responses

When the AT command processor has finished processing a line, it will output OK, ERROR or +CME
ERROR: <err> to indicate that it is ready to accept a new command. Solicited information responses are
sent before the final OK, ERROR or +CME ERROR: <err>.
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Responses will be in the format of:

<CR><LF>+CMD1: <parameters><CR><LF>
<CR><LF>0OK<CR><LF>

Or

<CR><LF><parameters><CR><LF>
<CR><LF>OK<CR><LF>

1.4. Declaration of AT Command Examples

The AT command examples in this document are provided to help you learn about the use of the AT
commands introduced herein. The examples, however, should not be taken as Quectel’s
recommendations or suggestions about how to design a program flow or what status to set the module
into. Sometimes multiple examples may be provided for one AT command. However, this does not mean
that there is a correlation among these examples, or that they should be executed in a given sequence.
The URLs, domain names, IP addresses, usernames/accounts, and passwords (if any) in the AT
command examples are provided for illustrative and explanatory purposes only, and they should be
modified to reflect your actual usage and specific needs.
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2 AT Command Description

2.1. Description of General AT Commands

2.1.1. AT+QRST Reboot Module

The command reboots the module.

AT+QRST Reboot Module

Execution Command Response
AT+QRST OK
Or
ERROR
Maximum Response Time 300 ms
Characteristics -

2.1.2. ATl Display MT Identification Information
The command displays the MT identification information.

ATI Display MT Ildentification Information

Execution Command Response
ATI Quectel
<objectID>

Revision: <revision>

OK

Maximum Response Time 300 ms

Characteristics -

Parameter

<objectID> String type without double quotation marks. Identifier of device type.
<revision> String type without double quotation marks. Identification text of MT firmware version.
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2.1.3. AT+QVERSION Get Firmware Version

The command gets firmware version of the module.

AT+QVERSION Get Firmware Version

Execution Command Response
AT+QVERSION +QVERSION: <version>
OK

If there is any error:

ERROR
Maximum Response Time 300 ms
Characteristics -
Parameter
<version> String type without double quotation marks. Firmware version number.

2.1.4. AT+QECHO Enable/Disable Echo Function

The command enables or disables echo function.

AT+QECHO Enable/Disable Echo Function

Write Command Response
AT+QECHO=<enable> OK
Or
ERROR
Maximum Response Time 300 ms
Characteristics -
Parameter
<enable> Integer type. Enable/disable echo function.
0 Disable
1 Enable
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2.1.5. AT+QSETBAUD Set Baud Rate

The command sets serial port baud rate and writes it to flash.

AT+QSETBAUD Set Baud Rate

Write Command Response
AT+QSETBAUD=<baud_rate> OK
Or
ERROR
Maximum Response Time 300 ms
_ The command takes effect after the module is rebooted.
Characteristics . S .
The configuration is saved automatically.
Parameter
<baud_rate> Integer type. Serial port baud rate. Supported baud rate values: 2400, 4800,

9600,19200, 38400, 57600, 115200. Default value: 115200. Unit: bps.

2.1.6. AT+QTXPOWER Set TX Power

The command sets TX power and writes it to flash.

AT+QTXPOWER Set TX Power

Read Command Response
AT+QTXPOWER? +QTXPOWER: <TX_power>
OK

If there is any error:

ERROR
Write Command Response
AT+QTXPOWER=<TX_power> OK

Or

ERROR
Maximum Response Time 300 ms

The command takes effect after the module is rebooted.

Characteristics _ o _
The configuration is saved automatically.
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Parameter

<TX_power> Integer type. TX power. Range: -30-30. Default value: 10. Unit: dBm.

2.2. Description of Wi-SUN-Related AT Commands

The commands in this chapter are applicable to scenarios where the module is configured as a BR or a
node.

2.2.1. AT+QWSNETNAME Configure Network Name

The command configures the name of the target network the module will join. It must be configured before
the network join.

AT+QWSNETNAME Configure Network Name

Read Command Response
AT+QWSNETNAME? +QWSNETNAME: <name>
OK

If there is any error:

ERROR
Write Command Response
AT+QWSNETNAME=<name> OK

Or

ERROR
Maximum Response Time 300 ms
Characteristics -

Parameter

<name> String type. Name of the target network the module will join. Default value: "wisun".
Maximum length: 32 bytes.
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2.2.2. AT+QWSNETSETS Configure Network Connection Parameter Set

The command configures the parameter set for network connection.

AT+QWSNETSETS Configure Network Connection Parameter Set

Read Command Response
AT+QWSNETSETS? +QWSNETSETS: <set>
OK

If there is any error:

ERROR
Write command Response
AT+QWSNETSETS=<set> +QWSNETSETS: <set>
OK

If there is any error:

ERROR
Maximum Response Time 300 ms
Characteristics -
Parameter
<set> Integer type. A set of parameters used to configure various behaviors of the node when

joining and operating in a Wi-SUN network.

Suitable for networks with fewer than 100 nodes.

Suitable for networks with 100—800 nodes.

Suitable for networks with 801-1500 nodes.

Suitable for testing scenarios, applicable to networks with fewer than 10 nodes.

A W NI

2.2.3. AT+QWSPHY Configure RF Parameters

This command configures the RF parameters of the module.

AT+QWSPHY Configure RF Parameters

Read Command Response
AT+QWSPHY? +QWSPHY: <domain>,<chan_id>,<phy_id>
OK

If there is any error:
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Write Command
AT+QWSPHY=<domain>,<chan_id>,
<phy_id>

Short-Range Products

ERROR

Response
+QWSPHY: <domain>,<chan_id><phy_id>

OK

If there is any error:

ERROR
Maximum Response Time 300 ms
Characteristics -
Parameter

<domain> Integer type. Region. Different regions apply different RF standards.
1 North America
2 Japan
3 Europe
5 India
7 Brazil
8 Australia and New Zealand
13 Singapore

<chan_id> Integer type. Channel plan ID. It selects a channel plan that specifies the channel
distribution and parameters for a certain regulatory region. Available channel plan
IDs vary by region and operating mode. Default value: 1.

<phy_id> Integer type. Physical layer configuration identifier, which uniquely identifies a

specific physical layer modulation method and data rate. Default value: 2.

Table 2: RF Configurations and Theoretical Maximum Rates by Region

Region RF Configuration Theoretical Maximum Rate
L (<domain>-<chan_id>-<phy_id>) (kbps)
1-1-2 50
1-1-3 100
1-3-8 300
North America
1-2-68 400
1-4-51 800
1-5-34 1200
Japan 2-21-2 50
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2-22-4 100
2-21-84 200
2-22-68 400
2-24-51 800
7-1-2 50
7-1-3 100
7-3-8 300
Brazil
7-2-68 400
7-4-51 800
7-5-34 1200
8-48-2 50
Australia and New 8-48-3 100
Zealand 8-49-6 200
8-49-8 300
3-32-1 50
Europe (863-870 MHz) 3-33-3 100
3-33-84 200
3-36-1 50
Europe (863-876 MHz) 3-37-3 100
3-37-84 200
3-34-1 50
Europe (870-876 MHz) 3-35-3 100
3-35-84 200
5-39-1 50
India 5-40-3 100
5-40-84 200
13-41-1 50
Singapore 13-42-3 100
13-42-84 200
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2.2.4. AT+QWSCMAC Set MAC Address

This command sets module MAC address.

AT+QWSCMAC Set MAC Address

Read Command Response
AT+QWSCMAC? +QWSCMAC: <MAC>
OK

If there is any error:

ERROR
Write Command Response
AT+QWSCMAC=<MAC> OK
Or
ERROR
Maximum Response Time 300 ms
Characteristics -
Parameter
<MAC> Hexadecimal string type. MAC address. Maximum length: 16 bytes.

2.2.5. AT+QWSROOTCA Write External Root Certificate

This command writes the external root certificate.

AT+QWSROOTCA Write External Root Certificate

Read Command Response
AT+QWSROOTCA? +QWSROOTCA: <index>,<len>
OK

If there is any error:

ERROR
Write Command Response
AT+QWSROOTCA=<index><len> >
Or
ERROR
Maximum Response Time 300 ms
Characteristics This command takes effect immediately.
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The configurations are saved to flash automatically.

Parameter
<index> Integer type. Certificate index. Range: 0-9.
<len> Integer type. Certificate length. Range: 1-1023. Unit: byte.

” NOTE |

> response indicates that you must manually type the certificate content.

2.2.6. AT+QWSDEVCERT Write External Device Certificate

The command writes the external device certificate.

AT+QWSDEVCERT Write External Device Certificate

Write Command Response
AT+QWSDEVCERT=<len> >
Or
ERROR
Maximum Response Time 300 ms
_ This command takes effect immediately.
Characteristics , L .
The configuration is saved to flash automatically.
Parameter
<len> Integer type. Certificate length. Range: 1-1023. Unit: byte.

H NOTE |

> response indicates that you must manually type the certificate content.
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2.2.7. AT+QWSDEVKEY Write Private Key of External Device

The command writes the private key of the external device.

AT+QWSDEVKEY Write Private Key of External Device

Write Command Response
AT+QWSDEVKEY=<len> >
Or
ERROR
Maximum Response Time 300 ms
L This command takes effect immediately.
Characteristics

The configuration is saved to flash automatically.

Parameter

<len> Integer type. Private key length. Range: 1-1023. Unit: byte.

” NOTE |

> response indicates that you must manually type the private key content.

2.2.8. AT+QWSKEYCHAIN Select Certificate

This command selects whether to use the built-in or external certificate.

AT+QWSKEYCHAIN Select Certificate

Read Command Response
AT+QWSKEYCHAIN? +QWSKEYCHAIN: <chain>
OK

If there is any error:

ERROR
Write Command Response
AT+QWSKEYCHAIN=<chain> OK

Or

ERROR
Maximum Response Time 1000 ms

Characteristics -
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Parameter

<chain> Integer type. Certificate type.
0 Built-in certificate
1 External certificate

2.2.9. AT+QWSCLRCERT Clear External Certificate

The command clears the stored external certificate.

AT+QWSCLRCERT Clear External Certificate

Execution Command Response
AT+QWSCLRCERT OK
Or
ERROR
Maximum Response Time 300 ms
Characteristics -

2.2.10. AT+QWSCLRCACHE Clear Authentication Cache

This command clears the authentication cache.

AT+QWSCLRCACHE Clear Authentication Cache

Execution Command Response
AT+QWSCLRCACHE OK
Or
ERROR
Maximum Response Time 300 ms
Characteristics -

H NOTE |

1. This command is mainly used for testing, and its frequent execution in normal production
environments is not recommended.

2. After clearing the cache, the module cannot use the previously stored credentials when re-joining the
same PAN and must perform the complete authentication process again.

3. Since Wi-SUN uses AES-CCM* for replay protection, clearing the cache may prevent the module
from re-joining the same PAN before the session expires.
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2.2.11. AT+QWSUNICAST Configure Unicast Dwell Interval

This command configures the unicast dwell interval.

AT+QWSUNICAST Configure Unicast Dwell Interval

Read Command Response
AT+QWSUNICAST? +QWSUNICAST: <time>
OK

If there is any error:

ERROR
Write Command Response
AT+QWSUNICAST=<time> OK
Or
ERROR
Maximum Response Time 300 ms
Characteristics -
Parameter
<time> Integer type. Unicast dwell interval. Range: 15-255. Default value: 255. Unit: ms.

” NOTE |

1. Unicast dwell interval is the duration for which a node continuously listens or transmits data on a
specific channel during unicast communication in a Wi-SUN network.

2. Dwell time setting affects how long a node stays on each channel during channel hopping
(frequency hopping). A longer dwell time means the node listens on that channel for a longer
period, which can help improve communication reliability but may also increase overall
communication latency. A reasonable adjustment of the unicast dwell time (recommended range:
15-255 ms) can reduce network latency and optimize network throughput.
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2.2.12. AT+QWSNETINFO Query Network Information

This command queries network information.

AT+QWSNETINFO Query Network Information

Read Command Response
AT+QWSNETINFO? +QWSNETINFO: <pan_id>,<hop_count>
OK

If there is any error:

ERROR
Maximum Response Time 300 ms
Characteristics The command takes effect immediately.
Parameter
<pan_id> Hexadecimal string type. Network identifier.
<hop_count> Integer type. Number of hops from the current module to the border router.

2.2.13. AT+QWSPING Ping Test

This command performs a ping test.

AT+QWSPING Ping Test

Write Command Response
AT+QWSPING=<IPv6_addr> +QWSPING: <IPv6_addr>,<rtt>
OK

If there is any error:

ERROR
Maximum Response Time 300 ms
Characteristics -
Parameter
<IPv6_addr> String type. IPv6 address of ping target.
<rtt> Integer type. Round-trip time of ping packet. Unit: ms.
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2.2.14. AT+QWSAVE Save Network Configurations

This command saves network configurations to flash, including network name, network connection
parameter set, RF parameters, certificate selection, unicast dwell time, broadcast dwell time, and leaf
mode.

AT+QWSAVE Save Network Configurations

Execution Command Response
AT+QWSAVE OK
Or
ERROR
Maximum Response Time 300 ms
Characteristics -

2.2.15. AT+QWSRESET Restore Default Network Configurations

The command restores default network configurations.

AT+QWSRESET Restore Default Network Configurations

Execution Command Response
AT+QWSRESET OK
Or
ERROR
Maximum Response Time 300 ms
Characteristics -

2.2.16. AT+QWSNBS Query Neighbor Information

This command queries neighbor information of the node or the BR.

AT+QWSNBS Query Neighbor Information

Read Command Response
AT+QWSNBS? +QWSNBS: <count>,<neighbors_info>
OK

If there is any error:

ERROR
Maximum Response Time 300 ms
Characteristics The command takes effect immediately.
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Parameter
<count> Integer type. Number of neighbors.

<neighbors_info> String type. Contains information about neighbor nodes, including their addresses,
TX/RX counters, and signal quality.

2.3. Description of Data Transmission-related AT Commands

Except for AT+QSENDBR, all other commands in this chapter are applicable to scenarios where the
module is configured as a BR or a node.

2.3.1. AT+QIPSET Set Peer Port and Local Port

The command sets the peer port and local port for data transmission.

AT+QIPSET Set Peer Port and Local Port

Read Command Response
AT+QIPSET? +QIPSET: <remote_port><local_port>
OK

If there is any error:

ERROR
Write Command Response
AT+QIPSET=<remote_port>,<local_ p OK
ort> Or
ERROR
Maximum Response Time 300 ms
_ The command takes effect immediately.
Characteristics ) i
The configurations are not saved.
Parameter

<remote_port> Integer type. Peer port. Range: 1-65535.
<local_port> Integer type. Local port. Range: 1-65535.
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2.3.2. AT+QIPOPEN Open UDP Data Transmission Channel

The command opens the UDP data transmission channel.

AT+QIPOPEN Open UDP Data Transmission Channel

Execution Command Response
AT+QIPOPEN OK
Or
ERROR
Maximum Response Time 300 ms
Characteristics -

2.3.3. AT+QIPCLOSE Close UDP Data Transmission Channel

The command closes the UDP data transmission channel.

AT+QIPCLOSE Close UDP Data Transmission Channel

Execution Command Response
AT+QIPCLOSE OK
Or
ERROR
Maximum Response Time 300 ms
Characteristics -

2.3.4. AT+QIPMODE Set Data Transmission Mode

The command sets the data transmission mode, including normal transmission mode or transparent
transmission mode.

AT+QIPMODE Set Data Transmission Mode

Read Command Response
AT+QIPMODE? +QIPMODE: <mode>
OK

If there is any error:

ERROR
Write Command Response
AT+QIPMODE=<mode> +QIPMODE: <mode>
OK
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If there is any error:
ERROR

Maximum Response Time 300 ms

Characteristics -

Parameter
<mode> Integer type. Data transmission mode.

0 Normal transmission mode
1 Transparent transmission mode

2.3.5. AT+QIPADDR Query IP Address by Type

The command queries the IP address of the specified type.

Short-Range Products

AT+QIPADDR Query IP Address by Type

Write Command Response
AT+QIPADDR=<type> +QIPADDR: <type> <IPv6_addr>
OK

If there is any error:

ERROR
Maximum Response Time 300 ms
Characteristics -
Parameter
<type> Integer type. IP address type. When AT+QIPADDR is executed on the BR side, the
value of <type> can only be 1 or 2.
1 Local link address
2 Global unicast address
3 BR address
4 Parent node address
<IPv6_addr> String type. IP address corresponding to <type>.
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2.3.6. AT+QSENDBR Send Data to BR

This command enables the module to send data to the BR as a node.

AT+QSENDBR Send Data to BR

Write Command Response
AT+QSENDBR=<len>,<data> OK
Or
ERROR
Maximum Response Time 300 ms
Characteristics This command can only be executed on the node side.
Parameter
<len> Integer type. Length of data to be sent. Range: 1-512. Unit: byte.
<data> String type without double quotation marks. Data to be sent.

2.3.7. AT+QSENDNODE Send Data to Node

This command enables the module to send data to other nodes when it is configured as a node or a BR.

AT+QSENDNODE Send Datato Node

Write Command Response
AT+QSENDNODE=<MAC><len><data> OK
Or
ERROR
Maximum Response Time 300 ms
Characteristics -
Parameter
<MAC> String type without double quotation marks. MAC address of the receiver.
<len> Integer type. Length of data to be sent. Range: 1-512. Unit: byte.
<data> String type without double quotation marks. Data to be sent.
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2.3.8. ATO Enter Transparent Transmission Mode

This command enables the module to enter the transparent transmission mode.

ATO Enter Transparent Transmission Mode

Execution Command Response
ATO OK
Or
ERROR
Maximum Response Time 300 ms
_ All messages are broadcast to all nodes when the BR side
Characteristics

enters transparent transmission mode.

2.3.9. +++ Exit Transparent Transmission Mode

The command enables the module to exit the transparent transmission mode.

+++ EXit Transparent Transmission Mode

Execution Command Response
+++ OK
Or
ERROR
Maximum Response Time 300 ms
Characteristics The command does not require <LF>.

2.4. Description of Node-Side-Related AT Commands

The commands in this chapter are only applicable to scenarios where the module is configured as a node.

2.4.1. AT+QWSJOIN Join the Network

This command enables the module to join the network as a node.

AT+QWSJOIN Join the Network

Read Command Response
AT+QWSJOIN? +QWSJOIN: <join_state>
OK
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If there is any error:

ERROR
Execution Command Response
AT+QWSJOIN OK
Or
ERROR
Maximum Response Time 300 ms
Characteristics -
Parameter
<join_state> Integer type. Connection status.

Not connected

Searching for PAN
Authenticating

Requesting PAN parameters
Configuring route
Connected

g b~ W NP O

2.4.2. AT+QWSQUIT Exit the Network

This command enables the module to exit the network as a node.

AT+QWSQUIT EXxit the Network

Execution Command Response
AT+QWSQUIT OK
Or
ERROR
Maximum Response Time 300 ms
Characteristics -

2.43. AT+QWSAUTOJOIN Join Network Upon Power-on Automatically
This command enables the module to automatically join the network upon power-on.

AT+QWSAUTOJOIN Join Network Upon Power-on Automatically

Read Command Response
AT+QWSAUTOJOIN? +QWSAUTOJOIN: <enable>
OK
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If there is any error:

ERROR
Write Command Response
AT+QWSAUTOJOIN=<enable> OK
Or
ERROR
Maximum Response Time 300 ms
Characteristics -
Parameter
<enable> Integer type. Enable or disable automatic network join after power-on.
0 Disable
1 Enable

2.4.4. AT+QWSLEAFMODE Configure Leaf Mode

The command configures the leaf mode.

AT+QWSLEAFMODE Configure Leaf Mode

Read Command Response
AT+QWSLEAFMODE? +QWSLEAFMODE: <mode>
OK

If there is any error:

ERROR
Write Command Response
AT+QWSLEAFMODE=<mode> OK
Or
ERROR
Maximum Response Time 300 ms
Characteristics -
Parameter
<mode> Integer type. Enable or disable the leaf mode.
0 Disable
1 Enable
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H NOTE |

After enabling leaf mode, the node will not connect to any child nodes, or forward routing information, or
broadcast messages. This mode is suitable for scenarios where the node only functions as a terminal
node without participating in route forwarding.

2.5. Description of BR-Side-Related AT Commands

The commands in this chapter are only applicable to scenarios where the module is configured as a BR.

25.1. AT+QWSTART Enable Network

This command enables the module to enable the network as a BR.

AT+QWSTART Enable Network

Read Command Response
AT+QWSTART? +QWSTART: <state>
OK

If there is any error:

ERROR
Execution Command Response
AT+QWSTART OK
Or
ERROR
Maximum Response Time 300 ms
Characteristics -
Parameter
<state> Integer type. Network status.
0 Disabled
1 Enabled
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2.5.2. AT+QWSTOP Disable Network

This command enables the module to disable the network as a BR.

AT+QWSTOP Disable Network

Execution Command Response
AT+QWSTOP OK
Or
ERROR
Maximum Response Time 300 ms
Characteristics -

2.5.3. AT+QWSAUTOSTART Enable Network Upon Power-on Automatically

This command enables the module to automatically enable the network upon power-on.

AT+QWSAUTOSTART Enable Network Upon Power-on Automatically

Read Command Response
AT+QWSAUTOSTART? +QWSAUTOSTART: <enable>
OK

If there is any error:

ERROR
Write Command Response
AT+QWSAUTOSTART=<enable> OK
Or
ERROR
Maximum Response Time 300 ms
Characteristics -
Parameter
<enable> Integer type. Enable or disable the network automatically after power-on.
0 Disabled
1 Enabled
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2.5.4. AT+QWSBROADCAST Set Broadcast Parameters

This command sets broadcast parameters.

AT+QWSBROADCAST Set Broadcast Parameters

Read Command Response
AT+QWSBROADCAST? +QWSBROADCAST: <interval>,<dwell>
OK

If there is any error:

ERROR
Write Command Response
AT+QWSBROADCAST= <interval>,<dwell> OK
Or
ERROR
Maximum Response Time 300 ms
Characteristics -
Parameter
<interval> Integer type. Broadcast interval. Range: 100—3600000. Default value: 1020. Unit: ms.
<dwell> Integer type. Broadcast dwell interval. Range: 100-255. Default value: 255. Unit: ms.

” NOTE |

1. Broadcast interval, which must exceed the broadcast dwell interval, is the time between the start of
two consecutive broadcast transmissions within the broadcast schedule of an advertising node.
Broadcast interval determines the frequency of broadcast transmission. It is recommended to set
this value to 4 times the larger of the unicast dwell interval and the broadcast dwell interval. If the
application prioritizes unicast messages, it is recommended to increase this interval to reduce the
bandwidth occupied by the broadcast transmission.

2. Broadcast dwell interval is the time during which a node can transmit broadcast messages, as
defined in the broadcast channel hopping schedule. A longer broadcast dwell interval results in
less time available for unicast communication. For applications dominated by unicast, it is
recommended to decrease this value to optimize unicast throughput and reduce latency.
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255, AT+QWSROUTER Query Routing Information

This command queries routing information.

AT+QWSROUTER Query Routing Information

Read Command Response
AT+QWSROUTER? +QWSROUTER: <node_count>
Node <index>: <node_ipv6>

OK

If there is any error:

ERROR
Maximum Response Time 300 ms
Characteristics This command takes effect immediately.
Parameter
<node_count> Integer type. Number of nodes in the routing table.
<index> Integer type. Node index, starting from 0.
<node_ipv6> String type. IPv6 address of the corresponding node.
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3 URC Descriptions

3.1. +QSTAT URC Indicating Wi-SUN Network Connection Status

Change

+QSTAT URC Indicating Wi-SUN Network Connection Status Change

This URC indicates Wi-SUN network connection status

+QSTAT: <event>

changes.
Parameter
<event> String type. Event reported when the Wi-SUN network connection status changes.
"CONNECTED" Connected
"DISCONNECTED" Disconnected
"SELECT" Network discovery
"AUTHENTICATE" Security authentication
"PANCONFIG" PAN configuration acquisition
"ROUTING" Routing configuration

3.2. +QRECV URC Indicating Data Reception

+QRECV URC Indicating Data Reception

+QRECV: <MAC> <len>,<data> This URC indicates that the node receives data.
Parameter

<MAC> String type. MAC address of the sender.

<len> Integer type. Length of received data. Range: 1-512. Unit: byte.

<data> String type without double quotation marks. Received data.
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4 Examples

This chapter introduces the main practical AT command examples for network configuration, and for data
transmission in normal transmission mode and in transparent transmission mode.

4.1. Network Configuration

/INode-side configuration
RDY /[Power-on prompt.

AT+QWSNETNAME="wisun" /IConfigure the name of the network to be joined.
+QWSNETNAME: "wisun"

OK
AT+QWSNETSETS=1 /IConfigure network connection parameter set.
+QWSNETSETS: 1

OK
AT+QWSPHY=1,1,2 /IConfigure RF parameters.
+QWSPHY: 1,1,2

OK

AT+QWSJOIN /lJoin the network as a node.

OK

+QSTAT: "CONNECTED" //[URC indicating successful network connection.
AT+QWSJOIN? /IQuery current connection status.

+QWSJOIN: 5

OK

AT+QWSNETINFO? /IQuery network information.

+QWSNETINFO: "0x36al",1

OK
AT+QIPSET=1234,1234 //Set communication port.

+QIPSET: 1234,1234
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OK
AT+QIPOPEN //Open the communication port.

OK

/IBR-side configuration
RDY /[Power-on prompt

AT+QWSNETNAME="wisun" /[Configure the name of the network to be joined.
+QWSNETNAME: "wisun"

OK
AT+QWSNETSETS=1 /IConfigure network connection parameter set.
+QWSNETSETS: 1

OK

AT+QWSTART /[Enable network.

OK

AT+QIPSET=1234,1234 /ISet communication port.

+QIPSET: 1234,1234
OK
AT+QIPOPEN /[Open the communication port.

OK

4.2. Data Transmission in Normal Transmission Mode

AT+QIPMODE=0 //Set the data transmission mode to normal transmission mode.
+QIPMODE: 0

OK

AT+QSENDBR=10,1234567890 //ISend 10 bytes of data to the BR.

OK

+QRECV: "8c1f6458b000a432",11,hello node /IBR responds with "hello node"

AT+QSENDNODE=8c¢1f6458b000a987,10,1234567890 //Send 10 bytes of data to the specified node.
OK
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4.3. Data Transmission in Transparent Transmission Mode

AT+QIPMODE=1 /[Set the data transmission mode to transparent transmission mode.
+QIPMODE: 1

OK

ATO /[Enter transparent transmission mode.

OK

hello br /INode sends data to the BR.

hello node /IBR responds with data.
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5 Appendix References

Table 3: Related Documents

Document Names

[1] Quectel KCMOA5S Hardware_Design

[2] Quectel KCMOA5S TE-B_User_Guide

Table 4: Terms and Abbreviations

Abbreviation

AES

BR

CCM

DCE

DTE

IPv6

MAC

MT

PAN

PHY

X

Description

Advanced Encryption Standard
Border Router

Counter with CBC-MAC

Data Circuit-terminating Equipment
Data Terminal Equipment
Identifier

Internet Protocol

Internet Protocol version 6
Medium Access Control

Mobile Terminal

Personal Area Network
Physical Layer

Transmit
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UDP User Datagram Protocol

URC Unsolicited Result Code

URL Uniform Resource Locator
Wi-SUN Wireless Smart Utility Network
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